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HacTtpouka MikroTik, IPsec-TyHHens,
npobnema padotbl RDP u npouux cepsucos

N Tak - cyTb Nnpobnembi:
1. ABa mapwpyTusaTtopa MUKPOTUK, ME€XAY HUAMU NOAHAT TyHHenb IPsec

MapuwpyTtusatop R1:

/ip ipsec proposal

add enc-algorithms=des name=proposall pfs-group=modp768

/ip ipsec peer

add address=1.1.1.1/32 comment=router2 net dh-group=modp768 enc-
algorithm=des secret=1234567890

/ip ipsec policy

add dst-address=192.168.2.0/24 level=unique proposal=proposall sa-dst-
address=1.1.1.1 sa-src-address=2.2.2.2 src-address=192.168.1.0/24 tunnel=yes

/ip firewall nat
add action=accept chain=srcnat dst-address=192.168.2.0/24 src-
address=192.168.1.0/24

MapuwpyTtusatop R2:

/ip ipsec proposal

add enc-algorithms=des name=proposall pfs-group=modp768

/ip ipsec peer

add address=2.2.2.2/32 comment=routerl net dh-group=modp768 enc-
algorithm=des secret=1234567890

/ip ipsec policy

add dst-address=192.168.1.0/24 level=unique proposal=proposall sa-dst-
address=2.2.2.2 sa-src-address=1.1.1.1 src-address=192.168.2.0/24 tunnel=yes

/ip firewall nat
add action=accept chain=srcnat dst-address=192.168.1.0/24 src-
address=192.168.2.0/24

2. Ping po pecypcoB U3 ogHOM CeTH B APYryio NPOXOAUT, HO He paboTaloT (MM o4eHb aonro
OTKpbiBaloTcA) cepsucokl Tuna RDP, SMB u T1.n.

B 3ToMm cny4ae HaM MelwaeT MexaHu3Mm fasttrack - ncknoymm ipsec m3 fasttrack:

3. NMomeuyaem ipsec Ha 0boux MapLupyTu3aTopax:

/ip firewall mangle

add action=mark-connection chain=forward comment="IPsec mark" ipsec-
policy=out,ipsec new-connection-mark=ipsec mark passthrough=yes

add action=mark-connection chain=forward comment="IPsec mark" ipsec-
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policy=in,ipsec new-connection-mark=ipsec mark passthrough=yes
4. UckniovyaeMm noMeveHHbIU Tpacduk IPsec us fasttrack:

/ip firewall filter

add action=fasttrack-connection chain=forward comment="fasttrack"
connection-mark=!ipsec connection-

state=established, related

MNMocne BblLLE€YKa3aHHbIX NeNncTBUIN - BCE HaYMHaeT npekpacHo pa6OTaTb.
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